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Information Technology Specialist (Systems Administration)

SALARY RANGE:  $XX,XXX - $XX,XXX USD per year  

SERIES & GRADE:  GS-2210-9/11 
PROMOTION POTENTIAL: GS-11
WHO MAY BE CONSIDERED:  United States Citizens 

OPEN PERIOD:  

POSITION INFORMATION:  Full-time/Permanent 
                                              

LOCATIONS:  [Insert Duty Location(s)]
[If you identify your targeted applicant pool(s) in the Job Builder template, Career Patterns icons will be automatically inserted here, e.g., Time in Career, Mobility, etc.]

Job Summary: 

Are you interested in managing and maintaining some of the largest computer systems and networks in the world?  If so, a career in Systems Administration at the Department of Defense is the right choice for you.  Join us in our mission at (Component specifics/Component link).

Systems Administrators at DoD are involved in all aspects of systems management. They are responsible for installing, configuring, troubleshooting, and maintaining hardware and software that ensures the availability and functionality of DoD systems.  A critical component to their work is the ability to manage system resources, including performance, capacity, availability, serviceability, efficiency and recovery. Additionally, systems administrators play a critical role in interpreting and applying information management and IT policies and processes, as well as recommending resolution to problems and issues.

We are seeking smart, energetic people who are interested in building a career as a member of our civilian System Administration team.  When you join our team, we equip you with the tools you need to maintain your technical edge by offering state-of-the art training and career development programs paid for by DoD.

Great Benefits Package:  paid vacation, sick days, holidays, health and life insurance, and an excellent retirement package!
Key Requirements:

· U.S. Citizenship or National

· Registered for Selective Service, if applicable (See Other Information) 

· Suitable for Federal Employment as determined by a background investigation
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Duties:

Duties commonly performed by GS-9 and GS-11 employees in the System Administration specialty include:

· Installing new or modified hardware, software, operating systems, and upgrades 

· Managing accounts, network rights, and access to systems and equipment

· Managing systems resources including performance, capacity, availability, serviceability, efficiency, and recovery 

· Working to identify and mitigate security vulnerabilities and risks, implementing system security procedures, tools, and policies, to include firewalls, host and client access, file permissions, and user accounts

· Keeping abreast of state-of-the-art technology, equipment, and/or systems

· Progressing in your career towards becoming a technical expert in your field
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Qualifications Required:

You may start at the GS-09 if you have one year of specialized experience performing the following duties:  assisting in the installation, operation, troubleshooting, and maintenance of an organization’s hardware or software systems; OR have successfully completed a master’s degree or equivalent graduate degree or 2 full years of progressively higher level graduate education leading to a master’s degree or equivalent graduate degree.

You may start at the GS-11 if you have one year of specialized experience performing the following duties:  planning and assisting in the installation, operation, troubleshooting, and maintenance of an organization’s applications or tools on server hardware systems; OR have successfully completed a Ph.D. or equivalent graduate degree or 3 full years of progressively higher level graduate education leading to a Ph.D. or equivalent doctoral degree.

Undergraduate or Graduate Education must lead to a degree in computer science, engineering, information science, information systems management, mathematics, operations research, statistics, or technology management; OR a degree that provided a minimum of 24 semester hours in one or more of the fields identified above and required the development or adaptation of applications, systems, or networks.

IT- Related Experience must demonstrate each of the four competencies listed below:

· Attention to Detail

· Customer Service

· Oral Communication

· Problem Solving
[Agencies must identify the specific level of proficiency required for each competency at each grade level based on the requirements of the positions to be filled]

Special Training Requirement:

A commercial certification outlined in DoD 8570 policy for IA Technical Level I, IA Technical Level II, or IA Managerial Level I or II that must be obtained in the first six months of hiring.

You 
How You Will Be Evaluated:

You will be rated based on your qualifications for this position as evidenced by experience, education and training you report relative to this position which shows that you possess the following knowledges, skills and abilities required:

· Knowledge of information systems administration methods and procedures.

· Ability to plan, evaluate, and coordinate the installation, testing, operation, troubleshooting, and maintenance of hardware and software systems.

· Ability to identify and mitigate information systems security vulnerabilities and risks.

· Knowledge of data recovery tools and techniques. 

· Ability to communicate with groups and individuals in order to develop and recommend solutions.
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Benefits Package:
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Working for the DoD offers a comprehensive benefits package that includes, in part, paid vacation, sick leave, holidays, life insurance, health benefits, and participation in the Federal Employees Retirement System.  Additionally, telework options or flexible work schedules may be available. The following Web address is provided for your reference to explore the major benefits offered to most Federal employees.  To find out more click here http://www.usajobs.opm.gov/ei61.asp.
Other Information:

Interagency Career Transition Assistance Program (ICTAP).  The ICTAP provides eligible displaced Federal competitive service employees with selection priority over other candidates for competitive service vacancies.  If your agency has notified you in writing that you are a displaced employee eligible for ICTAP consideration, you may receive selection priority if this vacancy is within your ICTAP eligibility, you apply under the instructions in this announcement, and you are found well-qualified for this vacancy.  [Insert agency definition of well-qualified.]  You must provide proof of eligibility with your application to receive selection priority.  Such proof may include a copy of your written notification of ICTAP eligibility or a copy of your separation personnel action form.  Information about ICTAP eligibility is on OPM’s Career Transition Resources website at http://www.opm.gov/ctap/index.asp. 
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How to Apply:
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You may either 1) apply on-line or 2) deliver your application package via [Insert agency procedure.]  

· Your complete application package will include:

1. Résumé 

2. [INSERT AGENCY PROCEDURE]

· Applications from non-preference eligibles must be received by the closing date of the announcement to receive consideration.

If faxing in your application package:
Attention: [Insert name of contact]
[Insert telephone number]
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[Insert complete address] 

All electronic submissions or faxes must be submitted and received by [Insert time] Eastern Time [Insert closing date.]  All mailed résumés and/or supporting documents must be received by [Insert closing date.]  [Insert agency application receipt procedures if different.]

What to Expect After You Apply:
After all application packages have been received, we will review your résumé to ensure you meet the basic qualification requirements.  We will evaluate each applicant who meets the basic qualifications on the information provided and may interview the best-qualified applicants.  After making a tentative job offer, we will conduct a suitability and/or security background investigation.  A final job offer for this position is typically made within 40 days after the deadline for applications.
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[Insert name of contact] 
Phone: [Insert contact’s phone number including area code] 
TDD: [Insert TDD phone number including area code]
Email: [Insert contact’s email address]
EEO Policy Statement:  http://www.usajobs.gov/eeo
Reasonable Accommodation Policy Statement:  http://www.usajobs.gov/raps
Veterans Information:  http://www.usajobs.gov/vi
Legal and Regulatory Guidance:  http://www.usajobs.gov/lrg
Reemployed Annuitants: "In accordance with section 9902(h) of title 5, United States Code, annuitants reemployed in the Department of Defense shall receive full annuity and salary upon appointment. They shall not be eligible for retirement contributions, participation in the Thrift Savings Plan, or a supplemental or redetermined annuity for the reemployment period. Discontinued service Retirement annuitants (i.e., retired under section 8336(d)(1) or 8414(b)(1)(A) of title 5, United States Code) appointed to the Department of Defense may elect to be subject to retirement provisions of the new appointment as appropriate. (See DoD Instruction 1400.25, Volume 300, at http://www.dtic.mil/whs/directives.)"
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